BO THONG TIN VA TRUYEN THONG  CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc 1ap - Tw do - Hanh phiic

S6: 16 /BC-CATTT Ha Néi, ngay 08 thang /0 nam 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Théng 9/2024)

Thuc hién chirc ning quan 1y nha nudc va to chirc thuc thi phap luat vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bdo cao An toan thong tin
dinh ky hang thang.

Bio cao cung cap thong tin vé cac sy kién an toan thong tin mang, xu huéng
tan cong mang, cac 16 hong an toan thong tin méi duge cong bé. .. Thong tin ndy
giip cac co quan, to chirc ndm bat kip thoi cac van dé an toan thong tin mang
dang dién ra tir 46 c6 thé chu dong trién khai kip thoi cac bién phéap (con ngudi,
quy trinh, cong ngh¢) dé bao dam an toan thong tin cho co quan, to chirc minh.

Trong thang 9/2024, Cuc An toan thong tin (Bo Théng tin va Truyén thong)
da phat hanh cac van ban canh béo lién quan dén mét s6 16 hong méi dang ton tai
trong thuc té, canh bao vé chién dich tin cong ma doc dén cac co quan, to chic,
doanh nghiép.

Trong thang 9/2024, hé thong giam sat, canh bao sém rui ro ctia Trung tAm
Giam sat an toan khong gian mang qubc gia (NCSC), Cuc An toan thong tin di
ghi nhin hang trim tén mién gid mao cac co quan, to chirc tai chinh, cac ngan
hang nham muc tiéu ra dao ngudi dan trén khong gian mang. Vé nguy co, rii ro
m&i, Trung tim NCSC ghi nhan 12 16 hong méi c6 thé giy ra cac nguy co Nghiém
trong dén hé thong thong tin. Trung tdm NCSC ciing di phan tich va cong bd
danh sach cac chi bao tdn cong mang (IoC) lién quan dén céc chién dich tan cong
c6 thé anh huong dén Viét Nam tai cac don vi.

Dé nghi cac don vi, to chitc, doanh nghiép nghién ciru cac thong tin vé cac
nguy co rui ro trong bao cao, thuc hi¢n ra soat hé théng, xu ly céac van dé vé an
toan thong tin mang trong hé thong va giri két qua bao céo ra soat vé dia chi thu
dién tir ncsc@ais.gov.vn chim nhit trudc ngay 25/10/2024.
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1. Canh bdo an toan thong tin da phat hanh trong thang

Bio cdo vé cac 16 hong an toan
thong tin trong cic san pham cua
Microsoft thang 9/2024.

Théng  tin  chi tiét  tai:

LO HONG
BAO MAT

e e . Microsoft https://khonggianmang.vn/alert/lo-

SAN PHAM
MICROSOFT

hong-bao-mat-co-muc-anh-huong-

cao-va-nghiem-trong-trong-cac-

san-pham-microsoft-cong-bo-
thang-09-2024.238

Vin ban s 1778/CATTT-NCSC

vé viéc Canh bao vé chién dich ‘

CANH BAO .,

tan cong co chu dich vao cac hé

VE CHIEN DICH TAN CONG CO.CHU Bic
VAO CAC HE THONG QUAN TRONG

théng quan trong phat hanh ngay
11/9/2024.

Céanh bdo an toan thong tin phat
hanh hang tuan trén khong gian

NCSC ;
" mang cung cap thong tin kip thoi

g vé cac nguy co an toan thong tin, 15
CANH BAD ¢

héng bao mat va khuyén nghi ky
thuat, giap co quan va doanh

ANTOAN THONG TIN

& nghiép chu dong phong ngtra va xu

Iy su cb.
Théng tin chi tiét tai:
https://khonggianmang.vn/
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2. Tinh hinh két noi, chia sé dit liéu ciia cic bd nganh dia phwong

Tinh hinh két ndi, chia sé dir liéu gidm sat theo yéu cau Chi thi s6 14/CT-
TTG nam 2019. Dén thang 9/2024 di c6 87 dom vi (63 Tinh/Thanh, 24
B6/Nganh) trién khai cong tac giam sat an toan thong tin va thyc hién két ndi chia
sé dir liéu giam sat voi Trung tAm Gidm sat an toan khong gian mang qudc gia
(NCSC). Thong qua két ndi chia sé dir liéu giam sat tir 87 don vi, Hé thong k¥
thuat cta Trung tim Gidm sat an toan khong gian mang qudc gia ghi nhan 74/87
don vi c6 két ndi chia sé dir liéu twong d6i day du, 13/87 don vi khong nhan duoc
dir liéu chia sé.

Theo ghi nhan tor HE théng ky thuat cua Trung tam Giam sat an toan khong
gian mang qudc gia cho thay con ton tai nhiéu don vi Bo/Nganh, dia phuong chua
thuc hién chia sé dir liéu. P& dam bao an toan hé thong thong tin quoc gia, Cuc
An toan thong tin dé nghi cac don vi khan truong trién khai nghiém tic va chat
ché cac quy dinh theo chi thi ciia Thu twéng Chinh phu dé thuc hién viéc chia sé
dir liéu nham dam bao tinh lién thong, an toan va hiéu qua trong quan ly va diéu
hanh hé thong thong tin qubc gia.

Ghi chii: Danh sdch tinh trang trién khai céng tac gidm sdt ciia cdc don vi
tai Phu luc V kem theo.

Tinh hinh trién khai giai phap phong chdng ma doc dap tmg yéu cau cta Chi
thi s0 14/CT-TTG ndm 2018. Dén thang 9/2024 d c6 88 don vi (63 Tinh/Thanh,
25 B{/Nganh) trién khai giai phap phong chéng ma doc tap trung va thuc hién
két ndi chia s¢ thong tin vé ma doc voi Trung tam Giam sat an toan khong gian
mang qubc gia (NCSC). Hién nay, con ton tai 03 don vi bao gdm: Bé Gido duc
va Pao tao, B Nong nghiép va Phat trién ndong thon, Uy ban Dan tdc chua
thue hién chia s¢ dir liéu ma doc vé Hé thong k¥ thuat ctia Trung tAm Giam sat an
toan khong gian mang qudc gia (NCSC). Vi vay, dé nghi cac don vi thyc hién chia
sé day du thong tin dir liéu ma doc nham nang cao nang luc phong, chéng phan
mém ddc hai va thuc hién danh gia chi sb 1ay nhiém phan mém doc hai ¢ cac b,
nganh, dia phuong, coi day la mdt trong nhiing tiéu chi danh gid murc d¢ bao dam
an toan thong tin cua cac by, nganh, dia phuong.

Thong qua viéc két ndi chia sé dir liéu vé ma doc tir 88 don vi, HE thong k¥
thuat cua Trung tam Giam sat an toan khong gian mang quoc gla (NCSC) ghi nhan
76/88 don vi co két n01 thuong xuyén. Trong cac don vi két ndi thudng xuyén co
76/76 don vi chia sé vé hé diéu hanh cac mdy (tong s6 may 1a 294.800).

Ghi chii: Danh sdch trinh trang trién khai gidi phdp phong chéng ma djc
cua cac don vi tai Phu luc VI kem theo.

3. Phat hién va ngan chin lira ddo trén khong gian mang

Thuc hién cong tac kiém tra, ra soat an toan thong tin trén khong gian mang,
Trung tam Giam sat an toan khong gian mang quoc gia (NCSC) da ghi nhén
125.338 dia chi website gid mao co quan, t6 chirc. Cac doi tuwong sir dung website
gia mao nay dé Itra dao, gay thiét hai cho nguoi dan trén khong gian mang, dong
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thoi gay thiét hai nghiém trong dén uy tin, thuong hiéu cta chinh co quan, to chirc
bi gia mao.

Muc tiéu hudng dén cua cac doi tuong ltra ddo 1a ltra ddo nguoi dan thong
qua gia mao cac website cua co quan chirc nang, cac td chure tai chinh — ngan hang,
cac san thuong mai di¢n tir, cac cong ty lon...

Trong thang 9/2024, hé thong ctia NCSC di phat hién 31 website gia mao
thuong hiéu voi muc dich lira dao duoc phat tan trén khong gian mang. Dé nghi
cac don vi, to chire, doanh nghiép can chu dong ra quét, phat hién sém cac website
Itra ddo gia mao to chirc cia minh, canh bao sdm dén ngudi dung ctia minh nhim
ngin chin cac hoat dong lira ddo dén nguoi dung, dam bao an toan thong tin cho
ngudi ding, bao vé chinh thwong hiéu cua to chirc.

website gid mao thurong hiéu vai muc dich Iira dao truc tuyén trén khéng gian mang trong thang

DIACHIP  GIAMAO TS CHUFC
Website gid mao Céng ty ¢3 phan giao hang tiét kigm

https:/fvngiao[.]hangtietkiem[.Jonline

Website gi4 mao Cang ty 3 phan giao hang 1iét kism

vssidl.Isvaovl.Jcc

Website gid mao Bao higm X3 hgi Viét Nam
hitps:/fach[.Jhotrokhachhang-uudai-tructuyenJcom[.Ivn Websits gid mao Ngan hang TMCP A Chau

rencmbian Website gid mao Ngén hang Nha nudc Vist Nam

Danh sach cac website lia dao dwoc cap nhadt tai
https://alert.khonggianmang.vn/

Ghi chu: Danh sdach cdac website gia mao da phat hién tai Phu luc I kem theo.

4. Phat hién va canh bio s6m céc 15 hong ciia cac hé thong thong tin trén
khong gian mang

Thuc hién nhiém vu thu thap thong tin, téng hop, phan tich, theo doi va du
béo, canh bao sém xu hudng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé thong giam sat k§ thuat cia NCSC da ghi nhan c6
45.691 diém yéu, 16 héng an toan thong tin tai cdc may chu, may tram, hé théng
thong tin ctia cac co quan to chirc nha nudc.

Ghi chii: Danh sach TOP 10 diém yéu, 16 hong ton tai pho bién trén cic mdy
cua co quan, to chuc tai Phu luc II kem theo.

Trong thang 9/2024, hé thong giam sat, ra quét tir xa cta Trung tam NCSC
da phat hién hon 1600 15 hong trén 5000 hé thong dang mé cong khai trén Internet.
Trung tdm NCSC ciing d3 ghi nhan 12 1§ héng méi duoc cong bd, c6 murc do anh
huong Nghiém trong/Cao cé thé bi loi dung dé tin cong, khai thac vao cac hé
théng cta cac co quan, to chirc. Cac 16 hong nay 1a cac 16 hong ton tai trén cac
san pham pho bién cua nhiéu co quan, t6 chirc, doanh nghiép. Pé nghi cac don vi
can thuc hién kiém tra toan dién va ra soat hé thong ctia minh gitp xac dinh hé
thdng ctia minh c6 sir dung cac san pham bi anh hudng béi cac 16 hong khong,
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nhanh chéng dwa ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.
Déng thoi, lién tuc cap nhat thong tin vé cac 16 hong méi, cac xu hudng tin cong
trén khong gian mang.

| Phét hign 1600+ 15 héng tir 5000+ hé théng dugc gidm sét trong thang

. 500+

via callback correlation {Direct Check HTTP)

LOHGNG
Apache Log4Shell RCE detection
Apache Solr 7.4.0 <= 7.7.3 [ 8.0.0 <= 8.11.0 RCE
Microsoft Exchant

ige Server RCE

Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)

Oracle Weblogic Java Object Deserialization RCE
Apache mod_proxy Content-Length Overflow

Microsoft DNS Server Remote Code Execution (SIGRed)

Xem thém

Danh sach céc 16 h(fng maoi dwoc cdp nhat tai https.//alert.khonggianmang.vn/

Thong ké cac 16 hong dang chu y dwoc ghi nhin trong thang 9/2024:

M3 diém
yeéu/lo hong

TT

- Piém CVSS: 9.8 (Nghiém trong)
- M6 ta L4 hong cho  phép do6i tuong
CVE-2004- ganhcong thuce hién tin cong tir chdi https://qu.nist.gov/vul
1 1ch vuy. n/detail/CVE-2024-
40766 . . .
- Anh hudng: SonicWall SonicOS. 40766
- L6 héng dd c6 ma khai thac va dang
bi khai thac trong thuc teé.
- Piém CVSS: 9.8 (Nghiém trong)
- M6 ta: L hong cho phép dbi tugng ,
CVE-2024- thn cong thuc thi ma tir xa. https://nyd.mst. gov/vul
2 29847 . , _ n/detail/CVE-2024-
- Anh hudng: Ivanti EPM. 29847
- L6 héng dd c6 ma khai thac va dang
bi khai thac trong thuc té.
- Piém CVSS: 9.8 (Nghiém trong) '
CVE-2024- |- M5 ta: L6 hong cho phép dbi tuong https://qu.mst.gov/vul
3 L oA T s n/detail/CVE-2024-
38812 tan cong thuc thi ma tir xa. 18812
- Anh huong: vCenter Server.
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- L6 héng chua c6 ma khai thac va
dang bi khai thac trong thuc té.

CVE-2024-
36401

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: Lb hong cho phép dbi twong
tan cong thuc thi ma tir xa.

- Anh huong: GeoServer.

- L5 héng dé c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
36401

CVE-2024-
7261

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L3 hong cho phép dbi tugng
tan cong thuc thi ma tir xa.

- Anh huong: Zyxel firmware

- L6 héng chua c¢6 ma khai thac va
dang bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
7261

CVE-2024-
43461

- Piém CVSS: 8.8 (Cao)

- M6 ta: L hong cho phép dbi tuong
tan cong truy cap va thuc thi cac hanh
vi trai phép.

- Anh hudng: Microsoft Windows 10,
Windows 11, Windows Server 2008,
2012, 2016, 2019, 2022.

- L6 héng dd c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
43461

CVE-2024-
8190

- Piém CVSS: 7.2 (Cao)

- M6 ta: L3 hong cho phép dbi tugng
tan cong thuc thi ma tir xa.

- Anh huong: Ivanti Cloud Services
Appliance

- L6 héng dd c6 ma khai thac va dang
bi khai thac trong thuc teé.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
8190

CVE-2024-
6670

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L hong cho phép dbi tugng
tan cong thuc hién tan cong SQL
Injection.

- Anh huéng: WhatsUp Gold.

- L5 hdng dd c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
6670




CVE-2024-
6342

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: Lb hong cho phép dbi twong
tan cong thyc thi ma tur xa.

- Anh huéng: Zyxel firmware.

- LS héng chua c6 ma khai thac va
dang bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
6342
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CVE-2024-
38112

- Piém CVSS: 7.5 (Cao)

- M6 ta: L3 hdng cho phép dbi twong
tan cong truy cap va thuc thi cac hanh
vi trai phép.

- Anh hudng: Microsoft Windows 10,

Windows 11, Windows Server 2008,
2012, 2016, 2019, 2022.

- L) hong di c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
38112
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CVE-2024-
37084

- Piém CVSS: 8.8 (Cao)

- M6 ta: L4 hdng cho phép dbi twong
tan cong truy cap va thuc thi cac hanh
vi trai phép.

- Anh huéng: Spring Cloud Data
Flow.

- L6 héng dd c6 ma khai thac va dang
bi khai thac trong thuc teé.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
37084
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CVE-2024-
40711

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: Lb hong cho phép dbi twong
tan cong thuc thi ma tir xa.

- Anh huéng: Veeam.

- L5 hong di c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/ CVE-2024-
40711

5. Phan tich rii ro va canh bao sém cac nguy co tan cong c6 chu dich

Thuc hién phén tich, theo ddi va du béo, canh bao sém xu hudéng vé tin cong
mang, Cuc An toan thong tin (B¢ Thong tin va Truyén thong) phat hién xu hudng
tan cong ma hoa tong tién (ransomware) tang cao trong thoi gian gan day. ba c6
mot sO hé thong thong tin clia co quan, to chic, doanh nghiép tai Vit Nam bi su
cd tn cong, gy gian doan hoat dong va thiét hai vé vat chét, hinh anh ctia cac co
quan, t6 chtrc, doanh nghiép, ciing nhur hoat dong bao dam an toan khong gian
mang qudc gia. Cuc An toan thong tin d3 phat hanh Cong vin s6 1778/CATTT-
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NCSC vé viéc Canh béo vé chién dich tin céng c6 chu dich vao cac hé théng quan
trong phat hanh ngay 11/09/2024.

Trung tim NCSC d4 tién hanh thu thap, phan tich va phét hién nhiéu chi bao
(Indicators of compromise) vé tin cong mang c6 thé anh hudng dén co quan, to
chtrc, doanh nghiép Viét Nam. Cac don vi can chi dong ra soat cac may chi, may
tram, ra soat toan bd cac hé thong gidm sat theo cac chi bao ma Trung tim NCSC
cung cap trong bao cao nham xur Iy sém cac rui ro trong hé thdng, lién tuc cap
nhat cac chi bao vé tin cong mang, dic biét 1a cac chi bao di duogc chia sé tir hé
thong ctia Trung tim NCSC.

} 1oC ¢6 lién quan dén céc chién dich t&n cong vao Viét Nam trong thang

oc NHOM TAN CONG APT I

fben.enantor].Jcom Nhém APT32

api.s2cloud-amazon[.Jcom Nhém APT Earth Baxia
status.s3cloud-azure].lcom Nhém APT Earth Baxia
proradead.s3.sa-east-1.amazonaws[.Jcom Nhém APT Earth Baxia
msThinet] Jiat Nhém APT Earth Baxia
static.krislab[.]site Nhom APT Earth Baxia
footracker-statics.s3.sa-east-1.amazonaws[.Jcom Nhém APT Earth Baxia

Xem thém

Théng tin IOC dwoc cung cap tai https://alert.khonggianmang.vn/

Ghi chii: Danh sdch cdc I0C ¢6 thé anh hwdng t6i co quan, té chire doanh
nghiép Viét Nam ghi nhan tai Phu luc 111 kem theo.

6. Phat hién va cianh bAo sé'm cac nguy co botnet trong hé thong

Thuec hién viéc phan tich va phét hién sém cac nguy co tir bén trong hé thong,
dic biét 1a cac nguy co may chu, may tram trong hé théng nhiém ma doc, tré thanh
botnet. Hé théng giam sat cua NCSC da thyc hién thu thip chia sé thong tin vé
cac mdi de doa trén khong gian mang véi cac to chire qudc té, giam sat lién tuc
cac mang ludi botnet.

Trong thang 9/2024, Trung tim NCSC phat hién 18 hé thong cua cac don vi
c6 két ndi dén ha tang botnet. Trung tim NCSC d4 thuc hién chia sé cac thong tin
botnet nay dén cac don vi thong qua hé thong phat hién canh bao sém botnet.

Phét hién hé théng bi I&y nhiém m& déc botnet trong thing ~

DIACHIIPC_C
113.160.145138

13160145184

1176135.250

13176121113

113160.198.117

113160.198.212

222.252.214.147

Xem thém
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Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phdt hién canh bdo sém.

Ghi chii: Danh sdch cac don vi ¢é dia chi IP nam trong botnet ghi nhdn tai
Phu luc IV kem theo.

Dé nghi cac don vi, to chirc, doanh nghiép nghién ciru cac thong tin vé cac
nguy co rui ro trong bao céo, thuc hién ra soat hé thong, xtr 1y cac van dé vé an
toan thong tin mang trong hé thong. Trong qua trinh thuc hién, néu c6 thong tin
can hd tro dé nghi lién hé véi Trung tAm Gidm sét an toan khong gian mang quéc
gia, Cuc An toan thong tin, B Thong tin va Truyen thong, dién thoai:
024.3209.1616 hodc s dién thoai truc dudng ddy nong hd trg giam sat, canh bao
som 0961.405.333, thu dién tir: ncsc@ais.gov.vn./.

Not nhdn: 4, CUC TRUONG
- Thir trudng Pham Dirc Long (d€ b/c);

- Pon vi chuyén trach vé ATTT/CNTT ctia: Vin
phong Trung wong Péang, Van phong Qubc hoi, I
Vin phong Chu tich nudce, Toa an Nhan dan t6i 2K H C A
cao, Vién Kiém sat nhan dan tdi cao, Kiém toan
Nha nudc; FOy
- Pon vi chuyén trach vé ATTT/CNTT ctia céc bo, ‘
co quan ngang bd, co quan thugc Chinh phu; .“fg CTHAN
- 86 TT&TT céc tinh, thanh pho tryc thude TW; \\ A '
- Cac Tép doan kinh té va Tong cong ty nha nudc; \ D%
- Céc T6 chure tai chinh, Ngan hang thuong mai nha /A 2=
nudc;

- Ngan hang Thuong mai C6 phan;

- Ngan hang Chinh sach xa hdi;

- Ngan hang Phat trién Viét Nam;

- Ngén hang Hop tac xa Viét Nam;

- Cac cong ty C6 phan Chimg khoan;

- Céc T chirc, doanh nghiép hoat dong trong linh

vuc thuong mai dién tur;

- Cac t6 chirc, doanh nghiép cung cép dich vy trung

gian thanh toan, vi dién ti;

- Cac Cyc: Vién thong, Buu dién Trung uong;

- Cac Trung tam: TTTT, VNNIC;

- Cac doanh nghi¢p: VNPOST, VTC;

- Cuc trudéng;

- Phé Cuyc truong Tran Quang Hung;

- Cac phong: ATHTTT, TT&HTQT;

- Trung tdm VNCERT/CC;

- Luu: VT, NCSC.L1qQ.
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Phu luc I

DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN

TRONG THANG
(Kém theo Bdo cdo sé /BC-CATTT ngay  thang  nam 2024
cuia Cuc An toan thong tin)
TT Website gia mao Ghi chu
. Website gia mao Bao hiém X3 hoi
1 vssid[.]svgov|.]cc o
Viét Nam
Website gida mao Cong ty co phan
2 https://giaohangtietkiem247[.]top g S g‘ Ay P
giao hang tiét kiém
Website gia mao Cong ty c6 phan
3 https://vngiao[.]hangtietkiem[.]online g S gmy P
giao hang tiét kiém
Website gia mao Cong ty c6 phan
4 https://giaohangtietkiemvietnam[.]com g O gwy P
giao hang tiét ki€ém
) oo Website gia mao Cong ty c6 phan
5 tongcongtygiaohangtietkiem[.]com ) T
giao hang tiét ki€ém
6 Website gia mao Cong ty c6 phan
vanchuyenghtka[.Jcom giao hang tiét kiém
Website gia mao Cuc Pang kiém
7 https://org[.]govqp[.]com .
Viét Nam
Website gid mao Dich vu con
8 dichvucong[.]bcavnvnvngov[.]com 8 P ' 8
Quodc Gia
9 https://www|.]ebayu][.]top Website gia mao san TMDT Ebay
10 https://github-scanner[.]Jcom Website gia mao Github
11 https://play[.]Jappgoogle[.]cc Website gia mao Google
12 https://hethongnoibo[.]bio[.]link Website gia mao san TMDT Lazada
13 thecaosieutoc[.]shop Website gia mao san TMDT MoMo
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Website gia mao Ngan hang Nha

14
vamcevn[.]org nude Viét Nam
5 https://acb[.]hotrokhachhang-uudai- Website gia mao Ngian hang TMCP
tructuyen|.]com[.]vn A Chau
16 https://acb[.Juudaikhachhangthe- Website gia mao Ngan hang TMCP
tructuyen-thang9[.]com][.]vn A Chau
) Website gia mao Ngan hang TMCP
17 https://baovietcv][.]top o
Bao Viét
) Website gia mao Ngan hang TMCP
18 https://www|.]baovietvc[.]top L
Bao Viét
19 ocb[.]chamsocthekhachhang-uudai- Website gia mao Ngan hang TMCP
tructuyen-thang9[.]Jcom[.Jvn Phuong Dong
Website gia mao Ngan hang TMCP
20 https://mbdk555[.]com o
Quan doi
. . Website gid mao Ngan hang TNHH
21 https://tienichshiinhan[.]Jcom X o
MTYV Shinhan Viét Nam
22 | https://www|.]lapmangsctv[.]Jcom[.]vn Website gid mao SCTV
23 https://sendovn[.]shop Website gia mao san TMDPT Sendo
Website gid mao san TMDT
24 https://kpd63519s[.Jcom
Shopee
Website gid mao san TMDT
25 https://kpt32165s[.]Jcom
Shopee
Website gid mao san TMDT
26 www][.]shopeeace[.]Jcom
Shopee
Website gia mao san TMDT
27 nzu66938s[.]Jcom
Shopee
28 https://muasamtiki24h[.]com Website gia mao san TMDPT Tiki
29 https://tiktikshopvn[.]Jcom Website gia mao san TMBPT Tiki
Website gia Vian phong Chinh
30 https://chinhphu[.]Jhodancu[.]Jcom eOSITe 1A mao van phong tAi

phu
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31

https://vapttechnology|.]weebly[.]com

Website gid mao VNPT- Tap doan
Buu chinh Vién thong Viét Nam




(Kem theo Bdo cao so
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Phu luc II

MOT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC

/BC-CATTT ngay  thang  nam 2024

cuia Cuc An toan thong tin)

T Ma E‘Iié{n yéu/  SL may bi
10 hong anh huwéng
https://nvd.nist.gov/vuln/detail/ CVE-
1 | CVE-2022-26809 15013 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6678 202321716
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2024-43495 3541
2024-43495
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2024-8362 2128
2024-8362
https://nvd.nist.gov/vuln/detail/ CVE-
5 | CVE-2024-8389 1921 5024.8389
https://nvd.nist.gov/vuln/detail/ CVE-
6 | CVE-2024-8198 1839 2004-8108
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2021-40444 996 2001.40444
s | cvE2024.9123 812 https://nvd.nist.gov/vuln/detail/ CVE-
2024-9123
5 | CVE.2024-8035 60 https://nvd.nist.gov/vuln/detail/ CVE-
2024-8035
https://nvd.nist.gov/vuln/detail/ CVE-
10 | CVE-2021-28310 771 202128310
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Phu luc IIT
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF
COMPROMISE)

(Kém theo Bdo cdo sé  /BC-CATTT ngdy thang  nam 2024
cua Cuc An toan thong tin)

STT Indicators of compromise Ghi chu
1 51.81.29[.144
2 5.230.35[.]192
3 185.198.57[.1184
4 46.183.223[.179
5 hx-in-f211[.]popfan][.Jorg
6 185.43.220[.]188
7 193.107.109[.]1148
8 176.103.63[.148
Nhém APT32
9 adobe[.]riceaub|.]com
10 cds55[.]1ax8].]setalz[.]com
11 fben.enantor[.]Jcom
12 priv[.Jmanuelleake[.]Jcom
13 blank][.]eatherurg[.]com
14 cdn.arlialter[.]Jcom
15 fbcen.enantor[.Jcom
16 ww 1 .erabend|[.]Jcom
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17 var.alieras[.]Jcom

18 2-can.njalla[.]in

19 3-get.njallal.]fo

20 46.183.223[.179

21 var.alieras[.]Jcom

22 176.103.63[.148

23 185.198.57[.]1184

24 get.dupbleanalytics|.]net
25 cdn.arlialter[.]Jcom

26 ww 1.erabend[.]Jcom
27 cds55][.]lax8[.Jsetalz[.]com
28 hx-in-f211[.]popfan][.]org
29 adobe[.]riceaub|.]com
30 blank][.]eatherurg[.]Jcom
31 priv[.Jmanuelleake[.]com
32 base.msteamsapi[.]com
33 kpi.adcconnect[.]me
34 you.can-get-no[.]info
35 1-you.njalla[.]no

Nhom APT32
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36 dupbleanalytics|.]net

37 178.128.221.202:443

38 192.142.18.27

39 45.15.143.151

40 cancelle.net

41 103.56.5.224

42 141.136.44.219

43 06.42.56.233

44 45.9.191.183

2 191.96.53.132 Chién dich tan cong Crimson
46 95.179.249.205 Falace
47 gsenergyspeedtest.com

48 192.142.18.25

49 198.244.237.13

50 dmsz.org

51 49.157.28.114

52 145.14.158.235

53 testl.zhangliyong.cn

54 www.pmshyptest.com
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55 45.77.46.245:443
56 198.13.47.158:443
57 192.142.18.15

58 hpupdate.net

59 123.253.35.100
60 gandeste.net

61 103.19.16.248:443
62 107.148.41.114
63 191.96.53.132: 443
64 64.176.50.42:8444
65 64.176.37.107:443
66 128.199.107.213
67 114[.]255[.]70[.]20
68 S5[.]188[.]33[.]135
69 202[.]182[.]109[.]151
70 5[.]188[.133[.]135 Nhoém APT Flax Typhoon
71 5[.]188[.133[.]228
72 185[.]14[.]45[.]1160
73 185[.]207[.]1154[.]253
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74 14[.]1[.198[.]223
75 223[.198[.]1159[.]112
76 210[.]61[.1186[.]117
77 104[.1244[.189[.1157
78 114[.]255[.170[.]30
79 195[.]234[.162[.]188
80 195[.1234[.162[.1192
81 85[.]90[.]1216[.169

82 195[.]234[.162[.]184
83 89[.144[.1198[.]200
84 207[.]148.168[.]131
85 108[.161[.]177[.]81
86 45[.]80[.1215[.]149
87 45[.192[.]70[.]111

88 45[.]13[.]199[.]140
89 abpi[.]b2047[.Jcom
90 45[.]13[.]199[.184

91 45[.]13[.]199[.196

92 45[.]13[.]199].1104
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93 45[.]13[.]199[.145
94 45[.1135[.]117[.]136
95 45[.]10[.158[.]133
96 45[.]10[.158[.1130
97 85[.190[.]1216[.]111
98 5[.18[.133[.126

99 45[.]10[.158[.]128
100 195[.]234[.162[.]197
101 45[.192[.]170[.168
102 5[.145[.]1184[.]168
103 195[.1234[.162[.]198
104 92[.138[.]185[.]47
105 92[.]38[.]185[.]43
106 85[.190[.1216[.]112
107 45[.]10[.158[.]129
108 5[.]181[.]27[.]219
109 139[.]180[.]137[.]219
110 149[.1248[.]151[.]22
111 65[.120[.197[.]251

Nhom APT Flax Typhoon
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112 iyewqot[.Jcom
113 92[.]38[.]185[.]44
114 45[.1135[.]117[.]131
115 85[.190[.]1216[.]110
116 37[.161[.]229[.]17
117 37[.19[.135[.189
118 85[.190[.1216[.]116
119 37[.161[.]229[.]15
120 92[.]38[.]185[.]46
121 45[.]80[.1215[.]186
122 85[.190[.1216[.]115
123 45[.]10[.158[.]132
124 92[.138[.]185[.]45
125 45[.192[.170[.]71
126 207[.]148[.]1122[.]69
127 91[.]216[.]190[.]154
128 23[.]236[.168[.]193
129 91[.]216[.]190[.]1247
130 91[.]216[.1190[.]74

Nhom APT Flax Typhoon
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131 45[.180[.1215[.147
132 92[.]223[.130[.]232

133 92[.]223[.]30[.]241

134 202[.]182[.]109[.]151
135 mail[.]k3121[.]Jcom
136 45[.180[.1215[.]155

137 89[.144[.1198[.]195

138 45[.]80[.1215[.]152

139 202[.]182[.]109[.]151
140 89[.144[.]198[.]254

141 91[.]216[.1190[.]2

142 91[.]216[.1190[.]80
143 23[.]236[.168[.1213

144 23[.]236[.169[.182

145 23[.]236[.168[.]161

146 23[.]236[.169[.]110

147 23[.]236[.168[.]229
148 hy92[.]Jcom

149 hy830[.]Jcom

Nhom APT Flax Typhoon
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150 hy529[.]Jcom
151 hy229[.]com
152 hy324[.]com
153 hy1025[.]com
154 hy42[.]Jcom

155 hy619[.]Jcom
156 hy424[.]Jcom
157 hy811[.Jcom
158 wmllxwkg[.]w8510[.]com
159 ecvkiehs[.]Jcom
160 hfsdin[.]Jcom
161 osiso[.]com

162 bedkwwuah([.Jcom
163 cvmnomvxm[.]com
164 cvgeuwo[.]Jcom
165 lofeuq[.]Jcom
166 lznmihdej[.]com
167 fajxtg[.]Jcom
168 grntjr[.]Jcom

Nhom APT Flax Typhoon
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169 oploz[.Jcom

170 mudvw[.]com

171 amdord[.]com

172 mvxnspcqr[.]Jcom

173 adjsn[.Jcom

174 ttcyci[.Jcom

175 glxxet[.]Jcom

176 nmfagp[.]Jcom

177 rnjcal.]com

178 woaba[.]Jcom

179 bxgtbv[.]Jcom

180 ykecmewapc[.]Jcom

181 obglibg[.]Jcom

182 recordar-simmco.s3.sa-east-
l.amazonaws[.]com

183 wordpresss-data.s3.me-south-
l.amazonaws[.]Jcom

184 ecgglass-arq.s3.sa-east-
l.amazonaws][.]com .

Nhom APT Earth Baxia

185 souzacambos.s3.sa-east-
l.amazonaws][.]com
cooltours.s3.sa-east-

186
l.amazonaws|.]com

187 s3-contemp.s3.sa-east-

1.amazonaws[.]com
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188 homologacao-sisp.s3.sa-east-
l.amazonaws[.]Jcom
doare-assets.s3.sa-east-
189
l.amazonaws[.]com
190 kcalmoments.s3.me-south-
l.amazonaws[.]com
191 speedshare.oss-cn-
hongkong.aliyuncs[.]com
192 167.172.89][.]142
193 167.172.84[.]1142
194 152.42.243[.1170
195 188.166.252[.]185
196 xiiltrionsoledadprod.s3.sa-east-
l.amazonaws[.]Jcom
app-dimensiona.s3.sa-cast-
197
l.amazonaws|.]com
bjj-files-production.s3.sa-cast-
198
l.amazonaws[.]Jcom
footracker-statics.s3.sa-east-
199
l.amazonaws][.]com
200 static.krislabl[.]site
201 ms]1.hinet[.]lat
500 proradead.s3.sa-east-
l.amazonaws[.]Jcom
203 status.s3cloud-azure[.]com
204 api.s2cloud-amazon[.]Jcom
205 visualstudio-microsoft[.Jcom
206 us2.s3bucket-azure[.]online
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207 static.trendmicrotech[.]Jcom

208 msa.hinet[.]ink

209 bobsS.f)ss-cn-
hongkong.aliyuncs[.]Jcom

210 rocean.ocal.]pics

)11 360photo.oss-cn-

hongkong.aliyuncs[.]com
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Phu luc IV
DANH SACH CAC PON VI CO PIA CHI IP NAM TRONG MANG
BOTNET

(Kém theo Bdo cdo sé  /BC-CATTT ngdy thang  nam 2024
cua Cuc An toan thong tin)

1. Danh sach B¢/Nganh

S6 lwong S6 lwong
Tén domn vi IP botnet IP botnet Loai ma
: thang thang doc/botnet
8/2024 9/2024
1 Bo Khoa hoc va ) ) Ranbyus; Matsnu;
Cong ngh¢ Andromeda
Bao hiem Xa hoi
2 Viét Nam 1 1 Andromeda
3 bai Tiéng nd1 Viét | 1 Andromeda
Nam

2. Danh sach Tinh/thanh

SO lwong IP = SO lwong IP

Tén domn vi botnet botnet

: thang thang

8/2024 9/2024
1 Lai Chau 6 5 Andromeda
2 Ha Nam 5 3 Andromeda
3 Thanh Hoa 4 2 Andromeda
4 Dién Bién 3 2 Andromeda
5 Thai Binh 2 2 Andromeda
6 Ba Ria Viing Tau 1 2 Andromeda
7 Lam Pong 3 1 Andromeda
8 An Giang 1 1 Andromeda
9 Gia Lai 1 1 Andromeda
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10 Ha Noi1 Andromeda
11 Lang Son Andromeda
12 Nam Dinh Andromeda
13 Ninh Binh Andromeda
14 Quang Ninh Andromeda
15 Quang Tri Andromeda




